ARRIELZE T 6 75
Sf44E11H18H

R X OR A AR B

AR RIS P S D
A

£
( & H A B )
EREEFEICBIT DA A=t %2 U T 4 RWOBIBIZHONT (GEEMRE)

XD HARHE O R EEE R MR 12D\ T EHERAR & A ) A& 5 0 R < JSELH

LEFET,

ZELOMEIZOWT, BIRDO LB 0 EAFBEN L FEEENZSNE LD
T, KON TEENBERBEE~OEMIC &, IALIBERVELVOIZ
EBEWWZLET,

2B, AAREE N RERERIS . AR N AR R A2 M ORI
FIRBEN I T 2 B BB EAS L TR Y T OTH LR T,

AL

EATELH
CEREEAZICBIT A A NRN—X 2 U T 4 RIROFIZONT (EE M)
(BF44E1 1 H 10 BTEEZEER)

(PEfF5T)
AT R A PR e P 0 R [ R 22 A e F e A Y
HEF03—5320—4432



T B OE
SM4FE11A108

HMEMRFEEERM (B #HF

EErBEERRREERRRAXE - ERFHRIELSSIER
BEFHEABRABEMIAN—tF21) T(HLSEEE

EEEEAZEICBTA2YAM/N\—tF 1) ToxEDRIEIZCDOVNT GEERE)

SHE. KIREMH - BEEEREEV Y — UT 22— £EWVD,) ITBWWT, SV
YLD ITFICE DA N—KHEBEEENREL, EFHILTOEE - FIIANTELLLH
BEICKY ., thiBOERIZRAFIICHEAH TS EZATT, ERBEEZHENR
ETHRIBREIXEFEMERICHY . TOBRIIABLICEE>TLET,

BEEHEBETEH., U2 —ICEMARF—LZRELT. FRDARTLEBIEET
STWLWETH, HEORARRIL. EEEEBSDO X TLTIHLEL ., RIDHAEE
FELTWEEEEDVATLEZRALELDOTHAEAEEEAT N EAH > TLY
9,

EE#EICEVNTIX. RETIERBEROZRLEHERT 5. [EEBFERIVAT
LDREEBICETEHA K542 (T THAKRSA21 EWS,) FIZEDE,
HELEMEREZFBLCL TV ENWTWSEZATIN, SROEUVI—IZETI2ERELR
FA5HE. BEEEEBBDVATLIZCEITA YA NN\—X 2 ) T EKICMAZ, Y7
SAF—2EDEFIRRS, BB EVRATLOYAN—EF 1) T4 RAEKEEZLMH
BMLDOD. RELAREZE LT IENROONATNET,

CHOLIERRZBEFEFA.EN. ETOERKBEICT L. RAEBEOY A N—REICHER.
SMIFE6 A 28 BIFEHEER [EREEEZZEME LIS LI TIZESHA4N
—KE GEIEME)) (BE) IThA. TRORENEICELONTWSELIEREE
BIHELELIC, AN— YA N—HREZZ (TG EICHIBERGETEZFICL Y Hhig
ERADERIBHRAFICEZENHELI LDV S TEREEZSBENLET,

F=. AEHYAN—tF2 )T 2—I2EVWT, SO LYz 7REICETS
BERYA FEERLTWADT, REICIGCTITERAT L,

o

g



1 HTSAFI—2V) RO EHRDOHESR
rtEEnEY., BHBOA LT Y TSAF—02REZMEB L. RENFTRSE
NEZYRYZEE#BEEES TV FA—ILTESLSICTEIRERHB N
5, ABREEEFEOELX 1) T EBAHMZHERL-LT, BREEFLORY b
J—U &R (FICAo3—32y FEDERR) ZIRXRTEETICEE., M5Bk
REETEET D,

2 YRVEBDIHDEE
ONRRIT—FZHEHLGLEDIZEEL, FLNEILZLEWL, FELET DY +£2HIR
L7V RAERZHERT 5. LERDIMEZIALRARILEZRIET 5,
OloT R ZETHEREEDRAKRRZIBIET S,
OWN“%EEL4/9 Ty bEDEREHET IS F DT EEDRBEMN
F. KEBIZEAINDAFREELAHIDT. EXa2) T4 N\YF (BFDIT7—L
DITREHIOTSLE) EREISERT S,
OEANFRIZHEINTLAMEBHEICOLTIE. AT DHERO/IRT— FOLEEL
E. BEINHEIT IRENETITOA TSI L #HEET 5,
OVPN #2BIcxT 2 EBA U A—T I —ADA VA8 —32y hEDOBEYLT IR
HIRZEET 5,
OA—ILDRFTZ7Z7AINEFRAEICEHEMEW, RLEZFHEIZV Uy LGNNI &,
REA—ILIE, EE - BREARICITVEBRNICEARNT 5,

3 AT ORI
O —NFIZBITHREOJTEZHBT 5. (. REOD T A DRBOIEDH )
OBENER - SHOT7I/ERaAL FO—ILEZBERT D, Bl : RELYA A
DT ADHE)

4 ATV MEEROBEY)GXL - BE
OHAN—KREFZZT. VAT LICEXRGEENKE L2 LE8F LB R
FAEANKRET B,
OT—ZHEZFIZRBAT, T—2DONY I Ty ITORERVEBFIELHEET 5,
OA VYT MRERICIHAT, 10V TY FEBEMLEBOXMMFIEERHEEL
S} ERRE (R BE ~ D AR AT OB PER AR E  ERT 5,
OA T FREBRUZDETINAHDIGEEICIE. BONCEEFTBEEZDH
RHEERICR LB T B,

5 TEROZILWITHT DX
AFBEELTEH HAN—KREZLTEEOERICHELTEEEIILS



I, LREBH L TKEZTIEERBLETHLTEY ., UTOHKIZEY

EEOXILVEREICECRETH D,

OfHEXILST=-MBEE-T, FEICHRERON=-T—2DARAPRTEZLD D
CENTERY, BELELEINT—EANBTEREINEYTHIRIEALGN &,
O—FE., €BzXi>&. BE, MNOKEZZIT, ILWEREZITHATREMEAE

ZHI &,

6 TUYLDITHEHER—D
https://security-portal.nisc. go. jp/stopransomware/

BER#EEN A N—KEBZRTEEFOEETBEERE
ERRFHEEERMAEXE - ERFRIELSEEE

TEL : 03-6812-7837

MAIL: igishitsuxmhlw. go. jp
KRB A —LEFIED =8, A —ILT7 KLAD—EELEZTVET,

[x] % 0] [CEEMATLESLY,



https://security-portal.nisc.go.jp/stopransomware/

= % gC:\ &
S 3E6 H 28 H

FEM R EETER ()

JEAE T BORFAEE N A N—tF 2V 7 s Y S FEE

JE A= 55 18 A 1= R T 7 B A B AR I AR A i BTN HE A =

A5 Al AR IR R - AR TR R R R R B A R A LR

]

Tl

i

A A ERK - AREEREXRRT 2R

EPESEAAERN L L2 T v AT =TI X DV A =IO T (B ML)

W, ERNAOEFEEZIZEN L Uiz, T AT =7 2R LIz A R — I8
ICRDHENEIMLTWE GIR1EH), 7020 2T X B A N—KE8BITE
BEBZ CFEITINTEY, HZBEICBWTYH, HERAKEEFRRICY 27 BEmE -
TWBHEZATHD, EFEEHEOIFERY AT LANT VLT =TG5 &0 R
BT LEWERE (F—4%) PR LS, BT HLT VAT AR TE <7
S TIRICERE LD, BEOEANFRPGIREI NI THHEOER W EH%
LI HREMEDRH D,

Fo, Al aa ;U A VA LT R~ D A NIRRT 0D BilfE
ENDHFVEY T « NF Y By 7 HRRRZBW TS, KESBEHREEISE 20~
T AN—HBENTRINDLGEZATHD,

DNTIE, 4 H 30 B THRESNEHBEENEY A N—tXa2 T ¥
—DOEEME BIR 2 2H) 12OV T, T, EENOEBREBIK LE M
T5HELEHIT, FRIORLET UV AT =TI XK D8 A =B O Ot 3R]
BHE, BIRIEFERIC AT LI EEMAE 2 BREVT 5,



o, ERER & EREASROERIEEE OEIEIC X - T, EREG ISR D L8
YA NR=FX2 )T A ERHBITATOND L5, Tieo o> b [EHEM, ERES
FOSME, AMER O ZEMEOMRSEIZRT 2158 (A0 35 A7AHEE 145 &) (2
BRI 5T REE (LLTF [EREFHE ) L o,) (220 T, td THE TRERR
R TE A RN T BT 5,

]

1 oV AL7=2T22O0 T
TV AT 2 a—XIRRT AL, ALV Ea—2NOT — X EiEE
b B LIV RF ey 7 UCTHERATORIEIZ L. TIZRET D01 e
(FAREETHD Z ENEW,) 2895 2 2ER (i) $5a3 0 Ea—FUA
IWATHD,

2 mEOBEOTFA
KiTlE, WDXE 72 >ODHEFONRELZL ARbHLd,

(1) —&E&un
W5t Lo — 4 28T 57200 HREERIZM A, B 5T DR1ICT —
ZEGWML, GMULET—2 0% A v 2 —F v MIAB L TT —% O
ism L, &2 DR ITIIEY OT — 2 %2 TART 5, Loz “H
BB O EDPHER SN TN D,

(2) NFIZED 7 Va0 27 RE

WROZ Y2y =2TI1E, FoHV AT RERFT 7 a—RREnkza sy
2 — X NOERER S LD, TV A0 =7 2 L2 A — L EERBENIC
EHFENZD T2 LD RBMARARIER TH - 7oh, R IIWEE ) HIEFET
I ha—= AV ENTET AT 2T N OR Yy NU—27 BZPREL, RAA
varta—7 IANRNICHDLIaEa—2FHET Iy v M KL EH
THH =) X2 VT4 RNy TRV T MY =T HEOREY— R EDEE
R —NET YAy =T OFEFIZES, 20006 —FITHBENOmES
=X BN I T T —= T o AT =2 T 2GRS E D L9 RER
fER STV 5,

3 TUVAT = TIHEADIE
TEARXRE LTI, ROLI b ONRZEIT BN A,
(1) MEDOR Y N T — 7 ~DIFAKE



O  BEXIGHE O 5R/IME
A E =Ry NPT 7 RBARRER, HDOWVITART L — "Xy FU—
IR ERARIRICT D & Ebic A v —F%y MEBATHHAT 7 7Y r—v
a L RIERIZT D, SHIC, TNORESWOLNIGEEEZRE L. TIN5
7 AR[RETR R A BRET B,
@ 7T EL, REvTA %R
FHFRAN D> B OFRGE « FR A DX GRRFA 2 K E L, [RET 5, ZEERGED
REZRRFE SR ERAT 2 L b, 77 ARRIEOn V2 ERE L, B
T 5,
@ Magsi*tR
%X&@ﬂﬁy7kﬁz7\77~Aﬁm7(A~F?I7%pﬁﬁﬁf5
V7R U =T TH—RU2THIZHD) FaWITRFTORIEIZHA D, FiTlE,
%%@ﬁ&%éhﬂﬁ%x%@%%ﬁ%%%?é?%ﬂﬁ@éif@%ﬁ#ﬁ
W2, IS TE D L RISl 2 3863 %,
@ TANLAXEY T
TANAKIRY 7 NEB AL, BRT 71 /VEEHTORIEIZRD,
® ARy NT—2OT 7% AHIHE
TUH AT o TR LT EEOWSE Ry NU— 7 TR L T 55
B AROFNLENLRASN, TINLRASNDIFFHNERLEIND =
O, WO T 7= AR E RS
©® WA —LREE
BEERA =L ~DEx 2T ¢ FEEBEIC L D00 B ORI 21T
@D PEBxR
WBHICLARELZRICHRMT -0, o 7EH, Nty T —7
B, 2 Ca— 2 ORELRIELENRT AL (5% 28 AT 5,
® v 7 OHEERTF
YIRS, L ONEAR, Y — NS OBREIERKOFROMERE (T O 12, K
Or 7RG L, —EHIHE (1AL EERHERE) R{ET 5,
©@ Zofh
WHIZFITIEE L, Y E AT 57 o A0 =7 OWEEIET 5720, fiH
LTCWRWSY arOFERZ295,

(2) A>T v DRI DR
FERWEEIHIT 272018, TA NV AEORFIRIGE 2 o L7- BRI FEHE k)
mfgé4yy?ykﬂE¢ﬁ%%wfé Frio, BRICERREZ 729
IO BIRER A B ORI ZBET 22 L AN ETH D,



WOHFIE T, FANCRD TBL REHEHOHIE 225,

O ATy MNERERREDID RERFRPHER I NT-HE OO FIAS
WS FIEOFEPE

Q@ WEMNBIAT LOREFEATRIZ T T 4 AT A A=V DORIEE)
DEEA

@ VAT LEIERCHR Y NU— il 8 EBICREREEE X HXLO
I 5 1 D WAL

(3) T—=H « VAT LD I T v

HEMG DD, T— IRV AT DN I T v FElTH, S LT =T D

BN BYIRR OB B3 YRR B T 7 AR BIOMRSL 7 T U R

FOTF =IO RSAREERH DD, T—2 %Ny 7T v T T LTI, RO

FUICHEBTO2MERD D,

O HEERT77AMI, EFNCAY 7T v T E2BIGT 5,

Q@ Ny Ty FMEHTLEE ERIL, Ny 2T TR Oy 7T T T
— X DR LREO B3t Gikan & Hki T 5,

@ Ny T v THIEGT HAREMEE BB L, Ny I T v IR Bk -
BERITEENET 2,

@ Ny T vTORENE (RNy 77y TINEFICEGTE TN, BUROA
v I Ty TRENKEEICK L THESD) 2 EHICHEET 5,

® T—HOHRLT, VAT AOHBELEZDEIAFEEZRET D,

(4) BHRGHRE Y —27 ~DOXFK
THHRPGE 7L, A SN BB OV I, RO X5 BRI NEZ N5,
@D IRM (Information Rights Management) %MD #IE 2 VR (AL X
NTHHELIRENLRFHICED HXHK) 28 ANT 5,
@ BEET—HEWMOFOI> AL Ea—HaeEiET o1y NU—7 L —KEEN
WH NN avEERTH Ry NT—J ERIOFR Y NT—2 T RLARIZT 57
XY Ry bU =7 B TOREHIATLRIS T 50— Fre BT 5,

(5) ERERATLEDEFX 2D T 13K
RIS AT 2E T, REBRBNEL SN, Ry hNUV—2 ThbH I &
ZHAIZ, WMARRLT TV r—rar~Dxa YV T4 RN FOBEHANAEON
LHZERNBD, L, BECE, EELEOLEMEICLVEFLIAATZUSB A€
N LTRGBS F DO T DI BIAA TR BNEEIC 2 v B a— 2 T A L A
IR L CTWT, Z 2 BENIER L2 E603 6 5,



Tz, EREER AT LEHER Y hU—7 CTEALTWALAEIZBWNTH,
R EAE N BERTEOLEOICHE LY T— 7 7 2 XA EZRENIC
HSEEZ LY, TIBRRLEFSLH D,

IO, EFEEESRORIERTEEESCT AT AORTFEEIZEX 2 U T 43
T OB L DHEBEHER L, X2V T 0 Xy T 2WmAT 5,

(6) TOMEFRMEEE DY A N—8 X217 4 JUSITHR D E R

ERNEZT DY A N—TF 2 U T 4 KT HOWTIL, B O RIERTe 334

M, TEREROY A NN— X2 T ¢ OFIRICET D HA X2 ZCONT
(ERE 30 42 7 H 24 BATUT SAMETRIE 0724 55 1 5. SAEZe38 0724 15 1 B8/
THEE R - AR TR R R R RS AR R R R HAL R R AR R4 m ) (]
W3SM) KO TEBREFE AT R 7 4 — 7 & (IMDRF) 12 X 2 E#Ega YA
Nt X2 U7 OJFHILROERIZEET D04 X ADARIZOWNT] (512
5 A 13 BT IRAEKTES 0513 5 15 - AL 0513 1 BFEABHEIE
3K« AEIEHAE R RS AR A S IR . R AR R EAEA) (R4 =
) M I T,

o EBRESR T a S T NIBITAEX 2 VT 4T ST — ek )T
ARy TS EEFERT DICH 72T, [EFREIS T 07T L0 EEEICHE
D ERPRAE T Tle S DB MZ DWW T CEk 29 4 10 20 H AT 384
1020 55 1 52 /L 97 AE R 3K - AV R R ss R A H E ) B 5 &
FR) ZIZRBWTC, EREMEES & L ToOMH I XUIIRE DE OMRRICEELY 5 2
TROVFEPHIZ BV T, M b LR E TR X I L D RESEICkHE TE b & & T
BY., BFEEIR T 2T AUANDOERESREOEREFRIICBWVWTHERBICT S
ZEMWTE D,

7ok, HBIDEFEKEGS OV A R_R—X 2 U T ¢ IR D EE R X (TO0
TUE, HEITIER U INEATEOE R 38 5 P R R A B S 5 SRR RIE R RS L A
RTsz L,



HEDODERBBAZEMNE LS VY LAY TREDKR

<ERDOEH>
@ 2018 % 10 A 16 H, FIEHILHRET. SUH LI PICEYEFALT VAT LNMERAR
AaEEE o=, BFHAILTIORATLAIZIEA 18 BICEIBLE=A (ZOM. AILTIZKYE2
e . —EEEF (1,1334) OEREFENSBTELMREL Loz (2019 F 3 AIZEIR),
Fro. REBOZEBMEBERICHEZRIFL., BUERENATHESFICE D JERISEAN
£ L1,
BHE. VATLEHEZERT 52— A, SR LEETHEVEEERER A TLOBE Y +
Ty INfThnfzC LT, EMGERERANTELR KR LG o1,
@ 2020 £ 12 A 2 B, BERIEMREMERITIE. 2017 F£IZF5 Y LD = TIZ& DT
BEEBEDRES CHRASEROEREICESEEN 24H -2 20K LT,

<@BSHDEHI>

@ 221 FE3R1TH. A—RAFFVTDANRILYDEEBBEA —XZUANILRIE, U9 4
DxTFICEERTEAAVTURT, ITORTLAN—BELELE-CEEARLT-,

A —RBZUANLARIE, #BEK 1,514 D A LKL UiB R KD EBREETH D .. REBREED
CIOIZ3R16HDA VI TY FRAMBEIZ. 2THOITVRTFLE Yy DU LTz, BERIC
REAEQEVFEMIEH SN, SARETIINNTTRRIZVATLEEIBLELN, TAET
(FHEE FEXICKVEBREZED T,

@ 20215818, KEY>TAIIDHRT, SoHLDTIZKY, ITORTFLAER
TEHLLBY, EEBETEBRORRE~NDIEREZRELS SN, 6 A1 BRAKIE. 1457
FADEE BE EREBREOEARREMBFROREOAREEZAKR L. FAERKRAT.
BIRIEXSET L TLVRLY,

@ 221FES5R 148, TALS Y FOERY—EXRZTI>R#M T, SUHLDIT7ICEY. E
BEBNBHETCET L Gofz, BREEIEEMEKRTEHLERBRILT. 21T VRTLE
FIELz, 6 A4EBATEIBIEISTTLTVEL, ZOM. BEOARBEADEENFEEL TLY
%,

@ 202158 18A, —a—Y—5 Y RDI7(4H MIREBBET. SUY LY TIZKYREE
BENMEZ LG CRY . XBREEDGEEICTEEL KL L, RRKREIX. BREFILHAELE
BT L., SATLDOEIBEEZRIBLED. 6 A2 BEADT—2DERIEESEBETHD.



" I s c ’R ABAY A ) —EFaUT 25—
v National center of Incident readiness and
\“ -‘ Btrategy For Cybersecuriky

20214 A 30 H
NEEBREY AN\ —tFxaTst052—

UV LDITICEE YA N—KEICEHT 5FTEMEICDINT

221 £F4 A30H, ABAYA/N—tFa2) T3 —%, EBEA VU ISEEEEICH
T, SVHLODITZIZEBZFAN—KREBIZODVTEEREEZITLEL -,
AT BAERIZBWWTEH. SVUHLHDITD

B k

U, T—2h\stshi=y,
¥HIEROCBEANEBROGIREINY T E5FEHLERNTHERINA TS DL, EES

VISEREBFDTELGYAN—EX 1) T A HERDEHDIERETI M, <RI
LEALTWELETSES8HTEHDTY,

BE. AN—BEICEEEEL BELKHLEDE RN, —ATHRRLELS EET.
R EAREREICEMER S,

B U LDITICE DY A N—RE(ICET 5 FEME

AEIZHT HENEHLESL
RNEY A N—tFaT1E22—NISC)

BEE  03-5253-2111 (£H)
EEAVISE 2 I—T

16 R—=2



2021 £4 A 30 H

AR A NN—tFa T2 —
BEEAVIZTL—T

SO LYITIZEBR YA N—KEIZEHT 3T

SVUHLDITFICKBRHAN—KEBIZHTHPHEKEEL, EBEAVISFE
BEDTERYAN—FEX 21 T HERIZHEDTLESL,

1. BZE

FUVLDITFIZKBYAN—"ENFRIZCHE>THEY . BREEOBINFEHTE
BICHEBEICT AN IEBEFANBRITHY.VS5A4AT7 2 bnREITTHRLSY—
N—3LWEEZTTVET,

SUBLYITREIZLZT—FOBEESLL. EEBEROBEAFROTREOHS (X,
BE - HBITKETLREFXE5ZLLEHFA. FPHER. BRELLBEOENE. IIG
REHERIFLTLLESLY,

MEIE, FH. R, W6, BHOBEALSTIVENHYET., UT. EXRsix
IERDFIZRIDT, SEICLTLIEEL,

D [FB)] SV LIITOREEZHIET E-DDORIEE

@ [FH] T—2DBEICLIWELZERT H-ODORGE

@ [#®B&H] FE7YV RZRZFRIZRANT DD AIEEK

@ [xis-EIH] ARICAVOTUYMRIEZTSE-OHOXEER

2. BREXIS R

(1) [FB] SV LIDIT7OREZMHIET H-HDOXMEK

RIEDS VY LDIT7TORABRRIIUTOLISLIDAHY., ChoZBFEFA-F
BERAVETT,

D AVE—2Y FPEDHERY FT—ID LTI RARELGEBORBEMEIZES
LD
BEDEE 7O )L (RDP 4 SVB) PEEAM DB EA L KREBIZLDLD !
FRHIAOFTIOANABREERNKRE L TRAEBELELTLI—VBREORKICL
540
BHMIRELXF L) T HAROBLVRALLDRAIZLDSBLD
AMDTILDIT DRENEZBLLGDED

@O 0

" US-CERT(Twitter) 'US-CERT(@USCERT _gov) D /¢%5(2021/4/29) .
https://twitter.com/USCERT _gov/status/1387435697037094919 (2021/4/30 [ &)

2,5 ~—3J




FrvOERA2 L
& AUA—XYIFEABRY FT—IDDT I LRAAREGHEBICOVTIE, HETRY
FO)—O LNEHORERZTABRELEZIAT, X2 )T N\yFERRIZERT
5. MM DEERKEE. FELAR— ~ (137(TCP/UDP) . 138 (UDP) . 139(TCP) .
445 (TCP/UDP) . 3389 (TCP/UDP) 7z £) 7O Fa L ZAEICEHAK L E WHE D R IG5 5%
EITEEEEZROTHET S, BT, BETA )L TSMB] 4> TRDP) (2D
T, ChETHLLER/NMROR— FDORAKA SMBV1 OEMNEZFZIFUMNT TS
ECH, T7AT7 94— LEBCERBOREEZRO THERT 5,
& VYIFIITOHBEOMRBEICOVTIK, SVYLIIT7TERAVIKERSIIL—
TIZEBEANBRESNTLILDEECLUTOMBEIC+IBEET S,
- Fortinet #! Virtual Private Network (VPN) 3= & o Ffz 55 14 (CVE-2018-13379) 2
- Ivanti 8! VPN #& lPulse Connect Securel M Hfz351% (CVE-2021-22893,
CVE-2020-8260, GVE-2020-8243. GVE-2019-11510)°
- Citrix & IGitrix Application Delivery Controller]TCitrix Gateway] Citrix
SD-WAN WANOPJ o> ffz55 1% (CVE-2019-19781) *
- Microsoft Exchange Server MRE351%E (CVE-2021-26855 %) ©
- SonicWall Secure Mobile Access (SMA) 100 1) —X M iz 5314 (CVE-2021-20016) ¢
— QNAP Systems & NAS (Network Attached Storage) & TONAP) IZEE 9 A58
(CVE-2021-28799, GVE-2020-36195, CVE-2020-2509 %)’
- Windows ® kA A >y bE—5—0DME5 M (CVE-2020-1472 &) ¢
o TLU—VEICHEL. BEIroHELHLEPCIZIOVWT, KIEFIZREM. +9 7%
EETICHEMN-F- PC ZBISETHUAMAT ARE. Ny FOBEAPLVAILAXF v
VOEBGEELEIZELCTERET 5,
® FIATIE, W)LV I 7 lEmotet] IZHKH Y., LI 7T lcedID] ITRHEEEHED
FELGA—LFEIHRRIATVEIIENS, VILARKY I FOBARURK
. EPRRF Y VDOER, A —LRRIIHATEEF2 T ARKE. BEDT
LWOI7RHRLEHRT 5,

2 NISC /Fortinet # VPN D G5 (CVE-2018-13379) 12897 3 H Z1> 7 FHEZ L2 00 TOME B ME DFEH 12
DU T(2020/12/3) ), https://www.nisc.go.jp/active/infra/pdf/fortinet20201203.pdf (2021/4/30 [% %)

5 Ivanti /Pulse Connect Secure Security Update(2021/4/20) /. https://blog.pulsesecure.net/pulse-connect-secure-
security-update/ (2021/4/30 [# %)

4 Citrix [CVE-2019-19781 - Vulnerability in Citrix Application Delivery Controller, Citrix Gateway, and Citrix SD-
WAN WANOP appliance(2020/10/23) . https://support.citrix.com/article/CTX267027 (2021/4/30 /4 &)

¢ Microsoft /On-Premises Exchange Server Vulnerabilities Resource Center(2021/3/25) /. https://msrc-
blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server/ (2021/4/30 [ %)

¢ SonicWall CONFIRMED ZERO-DAY VULNERABILITY IN THE SONICWALL SMA100 BUILD VERSION
10.X(2021/4/30) /, https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0001 (2021/4/30 4 &)

7 QNAP Systems Response to Qlocker Ransomware Attacks: Take Actions to Secure QNAP NAS(2021/4/22),
https://www.qnap.com/en/security-news/2021/response-to-qlocker-ransomware-attacks-take-actions-to-secure-
gnap-nas (2021/4/30 /4] %)

§ Microsoft /[CVE-2020-1472 Netlogon D¥FHEDF % DN F511(2021/2/9) /. https://msrc.microsoft.com/update-
guide/ja-jp/vulnerability/CVE-2020-1472 (2021/4/30 [ &)

3,5 ~—2



2) [FH)] T2 DRSEIZIIWMEERRT 5O DHIEEK

REDS VY LIITHRDBEFRTH 2N\ v I Ty TR BIEREEHMTS
SNIZMA2EBES VY LAVITICRELLGEE. AROKMT — 5% LEANER
REDBENAHE DD, BMT—2OBBEE] ITOVTEH., ROTERAT 5
BABHYFET,

FryvIRADF

0 FEERT—AHICHRITAIEHMENYITY TOREEHERT S, NvIT v TDH
HICHf-oTIK, SVUVLVIT7REBRTINYITYINRESINSLSICEE
5, BlAE. 274ILDIE—ZF3@EMBFLIZS2A T, Z27M4IIEELD 2ESE
DEFIZRE. 3E—DS55. 1 HEIZVFS—EXPREFRORY FT—5
DTV EATERVWEMEZFICRETHEV S EXNRELRITT S,

& NI TFYITT—EANLEBRICEIATELILEHRET 5,

o ANHINIBE. ERICXBENAELDI LI LGHMT —2PEABRFICHLT., &
MET7 O 2 AGHCESIEEERET 5,

o JRFLOBEEZECEIBHEIBEYICKETETCWSILEZRET S,

Q) [(BA] FE7I7 LA EZRARITRMNT =D DK
RET7VERERRITBHNT 5-OOHGENVBETYT, RFELRMERET 51
DIZFE ARL—F—EXVVITKLBHELERHATIDENHY FT,

FIvORA b

o H—N— RYFI—IOHF PCEODOITDEREMEILT D,

e IR 5 % LV %0 . EDR(Endpoint Detection and Response) . CDM(Continuous
Diagnostics and Mitigation) E%EFHT 5.

4) [ - 8I18] ARIZA ST bRAIGEITIHDRIEEK
SUBLIITICLAHREDHEEZZITHEETHL., AR THEHYLAECHATEL L
ST, B AELG o EHNEBEZBET ILENDHY FT .

FrzvIRA b

o T—AMEEL, 2. 12 —Fy FRARAY—N\—IZHT S DoS KEZEZFREL
FXMER, HUFE, EBREAEFZELCI VY LVITAORISEENEY
ICRETETLEINERT 5,

o —MOBENRIARBROTLI—IFTH-o-THL. BEANSI VY LVITREED
KizZBIELI-EE. BENARRICVATLEREICERTET LI LEZHERT S,

& SUHLVITOREICLIWELZITL-HEIC. EBRN EBERL. BRET
EFEC)ICRRICERTEDL LS. ERAHZEZHERET 5.

4,5 ~R—33



2% URL

CSUHLYITIZEAY A N—REIZO2NT [FEME] (NISC)

https://www. nisc. go. jp/active/infra/pdf/ransomware20201126. pdf
CIEMiE)] FEBBEEBHOTH LI VYLD 7THREICDWT(IPA)

https://www. ipa. go. jp/security/announce/2020-ransom. html

» GISA and MS-1SAC Release Ransomware Guide (CISA)
https://us-cert. cisa. gov/ncas/current-activity/2020/09/30/cisa—and-ms-
isac-release-ransomware-guide

 RBEERFICESIEF2Y T LOBERIZDOLTNISC)
https://www.nisc. go. jp/active/infra/pdf/renkyu20210426. pdf

CREDHAN—HEBORNZREFALLBREE~ADTERREREEESY)
https://www.meti. go. jp/press/2020/12/20201218008/20201218008-2. pdf

FEMOTET) # M A —JLEEIKR : NcedID) B & U lBazarCall] A3 AIZAE

(LY FT A5 0O)
https://blog. trendmicro. co. jp/archives/27732

» So Unchill - UNC2198 ICEDID DS o H L7 - XL —2 3 o~DFfiR (FireEye)
https://www. fireeye. com/blog/jp-threat-research/2021/02/melting-unc2198-
icedid-to-ransomware-operations. html

221 ELENMEROS VLAY T, HEICETALEES &1L (LAC)
https://www. lac. co. jp/lacwatch/report/20210405_002585. html|

- UNG2447 SOMBRAT and FIVEHANDS Ransomware: A Sophisticated Financial
Threat {FireEye)
https://www. fireeye. com/blog/threat-research/2021/04/unc2447-sombrat-and-
fivehands-ransomware-sophisticated-financial-threat. html

5,5 ~—3




A3
HAMEROT 24515

FAELRFKOT 24515
T3 0 T7TH2 4R

SEOERREATES (R) & OB

PSS - T R A
(& BA W)

JEA B R - AE R R R R R R
( N FN A S

R

k=)

~—

EFRHEIEDY A N—t X 2 U T ¢ OMRICET AT A & Ao NWT

R AR DO A N —t X 2 U T 0 OMERIZE L CTiX, TEFEERICBIT 50 A
Nt X2 UT ¢ OWERIZOWT) CERK 27 44 H 28 AfHTIEEHESI 0428
F15, BEZIH0428FH 15 EETHEREERSFE (EREs - FAEE
PR LR A B ) | R AR S KR L R R X R R A mA) 120
T, BRI OZEMEM 2R 572010, EREIRICET A2V 14— X
J\CKT DY) A7~ xR NEER L, LERMSETY L5, B%
FEHFIIHTHEMEEHL TNDHEZATT,

A, EHICEMARR Y A7~V A L FROY A NR—FF 2 U T 46 RIC
DUNT, K 29 AR B AR R AT B R AR AT 125 58 i S HL R B Fn - BTAmAF Je 3 T
WEREER BT 2R 1 7T AOIKERH O 5 0 FIZET D090 Ot
IR, TEEESOT A N—t X2 T ¢ OMRICET A X2 LT
MO EBVIY FEOFE L, D2 LU, BEEEROT A N—EX =2
T 4 DIERIZ S T2 5T, RIHA X AeBEL LT, RERISEITI) LI,
BB TR EETHICEAMG BB W LET,

179 R—=2



Pall A

EREBBOYTAN\—LF 1) T OBRICETIHIFT X
'R

THAN—F2 )T+ EREICERK 26 FEEE 104 5)ICEDIE ABICIYM/3—+
FaUTAEBRAL. NEERICTRBEY A /N\—tFa) T2 2— 10 FEK 27 £ 1 AIC
HEBEIN. [HAN—tEFX )T HIEIANER 27 59 B 4 BICEAZBRESNT,

YA N—tFa)T11E BAN—X 2T ERKEF2RICEVT. EFHAK.
BSHAXZTOMADRMBEIZE>TIRBHTAIENTEGLARICTKYRFESI, X(E
RESN, EEIN, BELLIEZESNLIFERORAV . BREXITHRBEOHLEZOMD Y
FZEROREEEDE=OITHELGHBELVITERATLRVEREERAVET—ID
REMRMEFEEDHERD-OICHELSIE (FHRBEER YT —IRXITEHEM A X THE
N f-EERICRDEFER) ZRBL-EBFEERICH T HITRELERICLDHEEDHHLED
FOICBEGREEZET, ) BELON., TORENEY ICHBEEINTOSILIEER
SINTWD, T AN—JRVEIE T5LEREMEDEFMEIELZDN. EF (harm) (%
NHELBIRIEEZBND,

ERICEATHIYMN\—tXa) TR IBICBELTIE. EEEEZEOERBR AT LI
DWT, Fk 17 F3R . EEFEHENSERBERATLOLRLERICEHT 5HIRFA
VIT TREEEHARSA21ELD ) E 1 HRERL., BRI U-HEROHEEE T,
TR 29FE5 ADE S RICESTLVS,

F=. BEEREBOYA/N\—tXaUTAI2DOWTIE, BEEFBENMSTEERBERICHSTS
YAN—tX 1) TADHERIZDVTICER 27F 4 A 28 AR TEBHSHK 04285 1 5+
EBREH 0428 F 1| SEAFBHAEEESEE (EEKS BLEERZUAELTEER
L) EEFBEEEEMBRREMNRRERELBEM, LT, [HA4N\—tEFa)FTr@EHI1E
L) ST ERMBRRERTES (LT TRIERFTEEE 1LV ITHLERKSFAD
PAN—tX2)TAHIEDEZFERLTND,

HERTEEHI. FIERUVREUEHAL-ERMFLR-RELTHIGTHIL
FEBELTEY MAT. EXR, EENN R LHER. EEEBRUVBLEERZERGOD
HERGTRTLEEOEEICHAIIES (TR 16 EFEEFEHERE 1355, LLTF.TGVP
EAHIEVWI)ICEDE REROFERICET2ERKFOAMNME. REMHEICHTL1E
MUK - 247 REITEC-ERE BUGHRIEN KON TIND, CODT=6H ., WERTE
BIERBBADEEZTRH LY AN\—REICHLTH, FRIRRZSO-ERESBZON
BIZEC T AN\ —t2X 1 T4 BIZHLRYBA TR EL H S,

— M BB EF L) TAICE, FROBEE. T2 RUATREDIDDERTHE
RIBIENKROOND, B (Confidentiality) &1, TE LEHERELDESN-BEDH

279 R—=Y



M. RSN -EBERNTHERICT IV EATESLLS. RE-EEBINTWAILERET . T2
% (Integrity) &1, T—ADE L, EHERUV—EMEA/HEBEIA, TEUGEENTH
NTWEWIEZEKL, ERSNFERAAEO T CTERESDOHBEELHRENERSIN.,
EEBEROZCHERZEDEEENREE-N TSI EEIET , FL TR A (Availability) &
X BBHEEICVATLANERLE Y —ERZFRBTEIRENMBFINTLNDEEET,
NLDEBERZHB-I AR HAN—YRIIZRHTBVRIIRDANEEZ BRI, €
FITONTE -, —RBMEPRIEESFEIRIVERELTHRZADVRIIARDAVNMIMA T,
EEEE--BMBEOFAESFVIRVERELTHEATRIITHIENRELL DS,

(%1 BEEEIBROVRIIRDAVIDBIETHS JIS T 14971:2012 TlX, BEE (harm) E ADZ(F
HBHRMEEE LIBEES., NIIMEE AIBBEOZFD2EIEEEL TS, AHMF VR
Tl BB OCEREBOFEREICNTIREHIRIBELZE—ICEELTLSN., EREED
HERFTFEEIEAEROBRED/AIICODVTETALEREET I ENEEMIZKOON
TWBEITHRIZBETRETHD,)

AAAZVADBEHIE, Y AN—tEFX 1) TABAICEY RENF-HERFTEENITIN
EYAN—EF 1) TAADEEIC DN T, EFRESEA DR RET (HERAD RUHRE
DXIEERYEEMIZT E-ODEHZERMTHETHS HERTEENEAIF R
ESEITHEUGERNERRET HEICE>T, B AN\—tFaTAIZET BRI DIER.
EREBEAROANMERVLREEOEALIEON, BEEADIYRIDERIZEN S,

BE.FAN—tEF2)T1DRFERBEFEDSHL -THIMEFDIRRDOEEAZLL
CEMD B AN—EF 1) TADREKIE, KAA(FVRITRLELDICRL T, T BIAF
ERFEATHYGERHEREMOIRNECEICTNBETHENDETHS,

2RIV ELLIERMRRVERBEORTE

AHAEVRIE, HAN\—EF 1T/ TIIRIMEESNEERESEERRET S
LDTHY . EEEBOLETERNRETILDTIEEWL, YA/ —tF 1T« T BRI
MRELERESBICHLTINE. BBEORERVZOERBESEHELRNT L
KRETHD.

EREBICBTEH 41— IRIDI>L, EREBEAVEEEREZTSE (BE)RYS
EESBOFEAEISHTAEEICHRIURYIE. BENICHET B ENABETHS,

3/9 R—=Y



2.1 HRELGDIERBR

AHAEVADHEIE, EEEBEDSLTOFSLEFERLELO (EEEHETOYIS A
ZEC ) RUNERZFICTOISLEETIDOTH D EEMBOITSADFE(I ~N)E
HF oY~ AN

EARMIC, EEBRLERLTERTIXIEHAIND IT #35F (BHATERERICK
BLAEVWLDT. TRV S LBERDBZEEZET . ) EERBROERMA (TEMAF) EL TR
HEBGEEIE RAAMTVADORIREGD,

22 EERBOFEAREORTE
EERBBIRISAN—RIEZEET5=HICIE. YZERBBOEAREZETE
FTHIENMELLGS, £ FRREL T T EEBSFREZER T 1=y NI IER
DEFEMBTEREINSGVATLIZBEVWT, EEMBERATI U A— VN (BREED)Z
FIAL. HIEESHOINET —ARBETIHEITDODVNTHERET HIENBELLS,
EEBEEFCEVTE. REEEBHARSAVIERFEZALREEENROOLNATINSS
LICBETHILEWBIAIKX. TVEREE ., BEDEBEILLE, ),

BE.BFEL-ERRREICEIHVERIE. FRAEEAFERRERIIVLENHS(5. S
B,

221 ER#EATOERARE

ZCNEEBBEIEEHBNTHERINTEY., £ EE#BEOERER AT LAIC
LTI REEBNIRSAVIEBFEALREMERVEENROLN TS, LIzht >
T.EEEECOERZERTIERBBOGEAE. [REEEBEH(RS/VITROLN
LPRETOEAZEARET S,

222 ER#HAOEELNARIEEMVERRIE
BZIE. EEERCTHEASNIERKRRDSES . EREERBICLSIEELN+ 7T RIEEL
RETHELNAILICBETOILENH D,
EEERECHEATIEEAEBOCRERADEREBOMRKICETIE, BREEERED
FREEZHEELL. EREEOEENRERVERBETCOFRAZERLEEB S,
[ EEAARSAVIZBFAEEORIEGVRETHILEZEETILELAHD,

2.2.3 FOhDEARE (FENEE)
ARNIEAA BB PEERBRFTOZI. EEOBHICHEORLRIGERICEET S, =

4,9 R—



D=  BEINDEHLEETOFERBICBIT Y AN—) R %X TML . FDOREEME
FIZTODWTHEEBET S

2.3 ER#EBDORYNT—IFADHEHR
EREBICH T IRIEMRE- R T —I~NDERA® USB FDR—FDOFAIZIECIY
AN—YRYDREANDBELG D,

2.3.1 RYRT—VFEA DM

EEBBINMIERINDI RN —VEBEIRANDETHD. EEBENICRES
N A=Y ERENBESN-IRBETHEAINSHIRL, 10 2—FRyEHREAN D ERR
FERT BT FRAREARL>THEY . BERBICISLAEARELLED,

FYRT—IBEICLIYERKFENDEREEZELY IRIELIYT HIENAIRELE
BEHERICOVTIE, FYEBITHAN—EF 2T RAEEBETARESTHS. BB, R~k
D—OEGERATD)E— AT U REDORTHREFE DOEBRBBFRICOVTERET
Hb.

232 EEEEFFIRAOERMS

EISEE (EERAEGE R, Bluetooth, Wi-Fi ZF)#FIRAL. EE#BOI=-VF
X (T EEERETHEES CRBRR ML T AT A I AHFCELTIE. FIALTL
SZEMROERTHBOREEIZHS T RIIZGLERENVEELLD,

2.3.3 USB ZD 4 A HAR—K
USB 7R—k4> CD/DVD FSA T E%# KA . EATREAIRREICHHEEMRICAAL TIX. =
NoZFERALEBAEDYRIAD NN ELLS,

BHAN—EF 2T I

EEEEICHRAIVAN—tF a2 TAADORIGIZDONTIE, BERFTEBIZLKSHIG(E
LHAANCE. EREQICEITALRERKFOEYGHER. EEE, [R2EEA4
FSAUNEDIERVATLOHBEEEZREDHEYLEENEETHD,

BE. HAN—tF1TANDORIGICEFz>TIE. BEEDHA TR R HfTXE,
FOMDAEEDRTFDERESEICLELNL,. ERMBOHERBEEERFIERTD
DENHD, BROISEEHZIRVIEE. HEXEZIZSE.)

5/9 R—o



3.1 BERFEREICKIFAM/N\—EXaUToxMH

BLERFGEEL. ERShDFERBEICE T2 Y AN—RIIHTBIRITRD A
hEEEL, BREBELEREETV. TORRIRINZRAREICEIZEEFHRPTESLSIT
BENARYIRDAVNEATIIICE - TE EEEFOERSNLERAA L. FAE. &
RRESEZEELIR—RSAUETEDTER. BRI THIEMNLEELL,

Iz, EEEBRORRK - FHMEFICERINE T —IN—X P EFERABICFIAShS 0S
FEOBRBRYILIITIIONTH EEBBFEDOTAITFAIIL(X2)EBLEETILEMN
HEH.EE. NBRERVINIITERANEREERDOSAITA 7L ERE LI S53E
HREVICIITDIATHAIIZDONTIE BESELIENEFELLVD . HHETHS5
BIZIE, ZORGICOVTRFAZTVD. BEICHCTHEABEALELFERZIZM IS (518
SH),

BE. MERFEE L. BT SRR DY A/ \—eF 1T (AT BHRD S -
HHEREY AT LEO—HELTRITAIENROEND, Ffo, Y4/ 5— 2171
IBET AR A ¢ EORUS—ERITHIRAICONT, FEREABRTSIEMLEL
LYo

(X2 SATHAVIEL RAENSERERTLHESNDSETTHALRERDHBTEHSHH. Chéld

AlICERERORET - BERICEMAMAARESN TV D, FERBFOMAMFIZONT

F.BE. RAXEBICTREFERVCENHFEFILLTERHSATEY . RERFTRE L. D7

CELTOHREIE, BERERBFIOVTHAN—tEF )T ADOREETIENDEELD,
Fr BHFEABCOVWTEYGRBEEENTEGNGE . BERTEE L. BHAEDRIZ

By 5EREFERAENECHANDBEYIUEASELLIC. FRABLELELTHIET S LLMBE

Li5%,)

3.2 FABICKDIY A/ \—FXaT1HIE

HERFTEENSHFIN-EEMBE. REXE - B5XELZRC. EEAEBAZOME
AEIZHMAZING, MABRDEREBO YA N—tEX1T«ICETIEEDNERIE. E
BEHESEOFERAEICTERTILENHDI LMD, BERFTEEE. BEITHLTER
R L EIEET Y BT NS ICHE IEHAN— X1 T/ OHERERIETHIENEE
THH. GH. ERBBEINSERBBEDER AT LANGEESN T —2ICEATEHA
N=YZRJIZDNTIF, VAT LD EBETHIERKEICLIHEABETH D,

HAN—NRIITHEIERBBOTESEDFERL. GVPERIZE TSR EEEBHRD
—DTHA=H. WERFTEE L. EEMEALEEZRY., ISLEREINETLILEN
Hb.

Flo. BITBGE NBEROEH E#E (PA) X2 T2 2—TlE. TavEa1—47

679 R—2



ANANREE | (FR7TEREEXEETE 429 5) . [AVE2—3FRET7 VAR RKE
Z|(FHSHFEEEMEXEAETRE625) RUTY I 7 A ZE D55 B EFERICET
BERREI(CFERL 29 ERFEEEETE 19 5) . [TEDE . OVE2—4V/ILRFIE
TOEREHEEERICETIRR -HEOBEOBERIZEEZ (T, RBERIT-IE
T EEOMK-BREOBL, FREX) T ARDALICRITONATINS,, HiklR
FREBEINSDBEBRESZBICTHELLIC MBI TBUE NERUIEHE LIS (IPA) £+
ATV A—ICRHLTEBRERO Y AN\—RJIZEAGRT HEHREEDRELTLIKS
ENEFELLY,

4 FEREOREMRERITONT

RERFTEEIL. GVP ARICE DT EREBBOTRETENRELTERKEOT
BEBEHROXMFLZINE -FEL. TDREHREFMLT BEITHELTHEREZITIZEN A
BB, YAN—RIIZEIKFEEGFIZTONTH, GVP AFITHITHREMFEREL
THRYHW. REXE-BESEFCBEXEOHRODLE. EEREESEEZRY . B4
TREDREEFREITOLELNH S,

4.1 PEHEEBBAOXEIZONT

TS L ERALEERESROZIMARMAIRS HERTEEERIEHITIEE
ENTWD, ChoDERBBRETETRTETH5E. EEEENS5IETIMoRFTEXESE
RURHERMFLZEREENRTIIRTEE L. EREEFOEMBEICEALAERT
EFEABEL. ZOERICEDSVDTERBEZITICENRODONTVS (EX R, EEKRE
DHRE. AVMERVLTEEOBREFICET HEEMITHRE (BB 36 FELEETE1S)
T 170 ), CO=H, PHEBEFRICOVTE, BERFTEE T LZERKFORTE
BICHUBEYGIERETD. HAN—RIANDRIGERESEDIDHENH D,

Fr- . REXREE. EEEEICHL, RETIFEERBIFO T A /N\—RIANDRIG
WRFIZONWTENZRATILENH D,

5.ERAEZE~DERIBMH

PAN—DRIDPBEINDIEBERICOVTIE. YA N\—tF2TcICETLEHRE
ERFTEXENFERBICIRBTEENARDOND, KRIEAH EEEFFIZDONTIE
REE~NDRBLLETHD,

T NHBEQEBNEVNCENRAETHLIFDEBHI T AN RINBESIEN

179 R—=2



BETHHTH. AT SLNMERSN TOAIENBHALILGERBERDIGSICIE, AN
— )R EESNGENE DEREEAEICHUIREETISENEELL,

RIETAREFERELTIEL. ROBEHNEKREGDD ., HAN\—RVDRREIZEHLCTEY]
ST AL BH. AATEIILICEY . YAN—URIDPERTIIENBEESNDE
H|IZOVWTIE, ZORBEAZRITOVTOEESVLETHD,

1) FIXEADEHFE
- BERYHERARERE
- EREANETIAREEEREMWE)
- BRSNEBRENTEALESEDVRI(JRIDEZEMEICIYBEICIECELEH)

2) BiENF
- BifER (R —VREANDERICDETFRS)
CNoDIFMIET, ERMEEFNODRDICISCRHBTEEHIE, T, ERHEE
THOERZERYIERHEGEDES. [ RETENANI(UIICin o EHRiz it
AEELLY,

3) it

- EEEBOMREBEDOSAIHAIIIVICIECIERIED A E

- BUSIRFEEELLTOYAN\—EX 1 TARIEADIREAEIZFET 515

- HAN—tF 1) T/ICEETSMEEEARVYAN—tF21T/ICEET S

Y—EXDEBRE
HAN—=) RGBT BIFERIBEIZOVT, HIZ K, BERTEEDHR—

LR—VEFFALTIREILIEERMXEICREL . REGREITROMICE
HEAFTEDLIINCTBHIEL—DDFETHD.

EEMIRTOTSLORDBRHFICETIAHAMFIADARIZDOVNTICERK 28 £ 3 A
SNHMITREAFBAEE - £ EHERERKSF BEERSANELSEEESHE
#)

EEERVATLOREERBICETIHARSAVESR(EEFBE FR205FE5A)
[ERERVATLADREERICETSHAIRSAU%E 5 MIICEAT QA (B4EFE
£ FH29%E5H8)

89 R—o



JAHISHEE# 17-006 TRIEXFICIIERFHREF1ITABTEIAAF Verd0a(—
BHEEARBERBUERCATLIER 201747 A)

JESRA TR—0039*B—2018 [&HEXZFICLIEEFEREFLVT(RATREIAAF
Ver.3.0a(— it HiZ AN B AREBRERATLIEXSR 20184F 3 A)

B, B XESF

IEC 80001-1:2010 Application of risk management for IT—networks incorporating medical
devices — Part 1: Roles, responsibilities and activities
IEC TR 80001-2-2:2012 Application of risk management for IT—networks incorporating
medical devices —Part 2-2: Guidance for the communication of medical device security
needs, risks and controls
IEC TR 80001-2-8:2016 Application of risk management for IT networks incorporating
medical devices — Part 2—8: Application guidance — Guidance on standards for establishing
the security capabilities identified in IEC 80001-2-2
NIST SP800-53: Security and Privacy Controls for Federal Information Systems and
Organizations

(NIST: REEIZFERMHARADRIE T, Z<OEF1TAIETLEREREMND
BEINTVBIRRNTFITARIZKHIEEE)

99 R—=o



| AliR4 |

AR 05135 1 5
WAEZEIE 0513 1 &
SMm245H 13 H

OB REATES () kOB

EASEIEE - AR RS EE TR
( 7 El ) W5 )

JEAETT BRI - AETERE R R R xR E
( N = 2 W& )

[EI B IR RS A 24 J 7 4+ — Z L (IMDRF) 12 X 2 BERRESR Y A N—F X2 U T 4 D
JERI G NERICRT A A X ADARIZHOWNT (JEE&EE)

BRSO A N—F X 2 UT 12OV TCIE, [EEESRIZBTI A N—kF=2 T ¢
DRERIZDONT ) CER2TH 4 A28 BT IS I8042855 1 5. AL IK0428% 1 5/R/4E
FHEKEEEZFE (BRES - BARRSRNERE YY) | JEAESEE IEEE N
MR IPREA ) (ITBWT, EEESROZLEREAOMR OO, ERERICET
LW ANR—Y ZRZIIHKT D ) AT~ R VA FOEEERD, TEFREIHROY A —
T X2 UT 0 OFERIZET B 04 X A2 DW T (ERKS0AE 7 H 24 B A1 ST 0724
15, SELROTAUE | BRAGBAIIE - i R R, R
xR EEA W) 12Xk, BERMR YRR A PR A R—t X2 U T 4%
RERD FLOTHA XL AR L, YA X AESEB I ERRINEIT) Lo, 3
REELTFITHTDEMEBKFH L TE72 L 2 ATT,

L, EEHEEROY A N—t X2 U T  EROBEESCEE O A X=X 2 U7 ¢ %}
RORNEELZRFE 2, FERREFEBEHETY R 7 4 —7 A (IMDRDIZB W T, A 3—kFa
U7 4 R OEBR 2R zX5 2 2B E LT, [Principles and Practices for
Medical Device Cybersecurity] (EWEMEEET A X—Fx=VU T ¢ OFAIEOERE) (LIF

[IMDREG A Z# A LW H,) BV ELOLNE LT,

B 72 LI RR AN O HERE O BLSSCEBE O A 2B 2 TEBEEZSOY A R—t X% =2 U7
AR D EeMEEm ESHL8AN L, BBEICEBWTYH, 4% SEREL Higl, B
R IR BER T2 28126 L CIMDRE A A & > ADENIZ BT TR 2T Tnb L 2 AT,
ZOTD, EREEROT A N—tFX 2T ¢ OERDMRICANIT - EREER SR e ¥R

153 R—=



ZEDIRTIHESR Z FEICITZ D L 9. BIRDO LBV | [E 7RIS S L0 T = R e
DMERL L7ZIMDRE T A & o ADHGERIZ 5% & L CTIHEMRBEHEN - LET O T, EE FTOEWR
e BUEIR TR IR U, AR R OMRHIfEL a7 S L A LS BV L E T,

72k, IMDRFH A X v ADFESUILL T DR — L=V B AFRETHHLZ EEP LKA

EJr AN
URL : http://www. imdrf. org/documents/documents. asp

253 R—2


http://www.imdrf.org/documents/documents.asp

A&

IMDRF/CYBER WG/N60 FINAL:2020

_ IMDHF International Medical
W Device Regulators Forum

XA Fe EMEEZR YT A N—t 2 U T ¢ OJEHI KR OVER
VBRI N—7: g A NN— X2 ) T 4 U—F T T —7

B £ 202043 J 18 H
Dr Choong May Ling, Mimi, IMDRF % &

Zlijtii EFRERBE ST N R 7 4+ — T DS Lo TR S vz, Zii%@f@%ﬂ&iﬁi
(BT D HIIRIT R, 7171L ARLED XTI T 2 MO CEITHZAT G S, IE
ICARSCE 2 RGE U O SFRICHRT 256, ERRERESBH SR~ +— 7Ai <

@EE% G b,

Copyright © 2020 by the International Medical Device Regulators Forum

353 R—o



IMDRF/CYBER WG/N60FINAL:2020

HR
0T = G . 5 OO OR 5
2.0 TEFHTBPH . ..ooooeeeeoeeeeeee ettt 6
3.0 TEZ oottt n s 7
2321 = I SO 9
A1 TEBEIE A ettt 10
42 HUET A TV A T IVD R e 10
B3 B[ R E et 10
B4 T et 10
50 EEBEGETAN—tX2 U7 OFRATEE I o, 11
50 BX a2 U T A ERFELOT —FT 7 F X8 e 11
52 TPLCIZBAT DU AT R AL FRA oo 14
53 BEE DU T A BRBR e 17
54 TPLCHAN—TX2UT 4A~FRT AL FFH e 17
55 TRV VT ROREERITET 2 U T 4 30E e 18
551 T XU 2/ e 18
552 BHBRTIT B I 2 U T £ 30E e, 18
5.6 B RSO HGE TR T D S0 e e 20
5.6 1 BT S e 20
562 UATZTFRYU AL BIE oo 20
563 XU T AFRBRD CE oo 20
564 TPLCH A RN— X2 U T 4~FR AL MW T D 0 o 21
565 XY T ROBERITEFT 2 U T 4 30FE e 21
6.0 [ERBEETAN—EX2 U T 4 OHIREBE I e 21
6.1 EXT B HABREEICIT DFERROTE M oo, 21
6.1.1 ~IVAT T T OINA FREOEETE e 21
6.1.2 ERBE IR ZE T oo 23
6.2 IR e 23
6.2.1 FETEJFHI] oo 23
6.2.2 BB 7 B B R oot 24
2020/3/18 Page 2 of 51

453 R—2



IMDRF/CYBER WG/N60FINAL:2020
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FF3C

ASCEIL, HREE O EBEEEHRE Y R OMIKTH 2 FEEREREERTY R 7 +— 7 A
(International Medical Device Regulators Forum: IMDRF)23M ik D E. {EK SN2 H D TH
Do ARZCEIT, HHICHEHERL B, AL THDRW,

o

7L, RLEO - XIIETEMOLEITHAIATEGA ., WA LEEZJLGELIS D
FEICENRR T B34, IMDREIX, ZOEEZ —UIabARun,
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01X C®IZ

ﬁﬁ\4V5**VF&U*/FU 7 Hfoitkas O H OBV ERE SR OF%RE
B OB R T DT DB A NN—FX 2 V7T ¢ OFEFEENRE L WD, A
/‘\‘—"TZ#:LU?‘%@/I"//T/Fi\ PR S OYRBE R b — 7%\3@"\7)5‘37 [
LT, SR TGRSR A RE T ORMAE TR S CE R ERN DD, D
DA T NI, "”\UT&U/L‘}? ANDIRIE, FEZW IR 2R IREN AFDFREIC
X, BEGCECEDTREEND D,

ANV AT TG ORGSR VAT T T asA Z 0 a—W W ONTHLNRY R R OESS
P E# 2 a2 TORMBHEIL, EREGOY A A=t Xx=2 U7 4 I L THAREL
AT D, KIAZ AT REFE~AT T YA —tF =2 U7 ¢ 2RI SHE T
LI OEENCET LM AR L, FREZVED A N —HE BEIIFERZ T
LT, ERERZREL TEX a7 T 200 FHRERIT 52 2B LTV D,

ANIVAITT DY A N—tF 2 U T 4 OJFAI N OEERICEET 5 EERES L, BEZELD)
R DMERE A T EICHEFTF T A2 DICWETH S, UL, BRI RBIT 2 EEkes
DYV A NR—8X =27 4 IRD AT EEICR RS TEREY IWﬁA TE STV,

A IMDRF HA & AL, EREROY A N—tx 2 )T 1T EBEA X5 T-
DORFMERANT T 7T 4 AT HEE2BNET D, ALETHE, #HH
THEONHEZZNLEFN 2HELEVNIBICBWTCERET S, 4TI, ERBEIROY A N—
X2 UT 0 O RIFANCOWTHEL L, 5 LD 6 THTIX, [EFEEIOY A —EF
=2 VT 4 BT AT RATE R TG EFICRB T AR 757 T 4 AZHONTEL
OHELEETE 2 E(TLBIRE IRt 5, ﬁ%m%ﬁuowfi ESMER 3 2 e =i
ST 5, TIRBERIZONTIEL, 2 TOEMLREGREICHT - HELTFIE 2R T 5,

ASCEIX, IMDRF DMERR L2 ERIEES O A N—T X 2 U T 1 (IR L LT RAIDO T A
B AT DM, t#:)?4_owfﬁf<@ﬁTéLT%%¢N%Iwmfiik
L T [IMDRF/GRRP WG/N47 FINAL: 2018 2323817 Hivs, Mak CEIL, ERES

&M ZW A (In Vitro Diagnostic : IVD)  EHFRHEER O FH K DM IC b"CS‘EET’\%ﬁ%
AREMREAEL AL L TV D, T 6 OREAREELNE T EREHROET A 7 A 7L
(Total Product Life Cycle : TPLC) (2~ T, KU A ¥ A L3t uﬁ%’ﬁ‘é EREFE
LW, ZOMOREECETHS [IMDRF/SaMD WG/N12 FINAL: 2014] @ 9.3 TH T,
HREERTIEOE R 2V 7 0 OFEBHIZOWTREEIN TR, ERERS Y 7
k7 =7 (Software as Medical Device : SaMD) DIE#E X = U 7 4 IZHES 24 50D
HKRNEELEDBNLTWND

IN47 D S.8THIZIE, RILET 7 B AL ORESE, HHEX 2V T A ROV A NN—XF =2 VT s OEER
BURFIHENTH EINTRY . EFEEBROLET 4 7 A 7 ILICE ST, AV X R EHIIBBTLZ L
DEFE LV,
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2.0 & &5

AEZ, 2 TOEMERBEBRE T T, EREESG VD ERERTE5T) O A —t&
X U7 2 1TkT 2 - RIFEANCHR D EARNE 2 5 &Rt FE, WONCHERE X5 K
T T4 AERMTHZEEANE UTER SN, AETIE, MiEES, ~ R
T FaRA K BEIYS R R O — T T BT 5 BRIk U CE RS 2 48
THBRICEHZ VBT A NRN—t X2 )T 0 VAT 2HR/MET DI LI2L D, ERKESRD
LAV OWEREZ HEFRF L, fRGEMEH 2 MR T 2720 O BRI R FIEZ Y £ 29T
W5y AHA X ATHRREAIVAT T T 2120, EFREENEGEND,

AKXETH, 77— =Tk InrsI~r7rnvyr7arytue—2%0Y 7 =
T EATHEEREELS B X=X WA ) . XY 7 b Y = 7 HAR TR
T 5 EREEE (B : SaMD) IZBET 20 A "—tF 2 U T 4l o0 TR S LTV D,
FEAEDOHHIERIX, Z OHERRD ERIELR DL RMER OMERICIEE SN TWNDH 720,
ACEOwEAHEIL, BESOBEENREET D REMEICET 2RFICRES N TND Z
CICHEETAREND D, Bz, EEEFEOMRICEEL 52 5, BRIRTEE)IEZE
ZRIET, BHLUITRBS W XUXRRICEN DA NN—tX =2V T 4 URTE, AKX
EORMMAEGHM L L END, T—2 T ITANRN—DRFEL TOMDOREELERETHD
2N, ASCETITEAREN SR D, SIS, ACETIE, BUEEH O ETEICE
TAVANR—tXa U7 ¢ ZEHEAN ORI 5, WEEEOREEHOEX =Y T
AZBATHRANT T 7T ¢ RITHOWTUER, KEESTAEERINIFFET (National Institute
of Standard and Technology : NIST) DH A N—tF 2 U T 4 7 L —LTU—7 HFHRIE &
L COEERZEEZ R LTS,

AKXEFFILULTOFREEZEX L TV 5D,
o [EFMEISORRH K OBIRICE Y A N— X2 U T 4 el AT, Y
A R— AT T a—FZEHAT5,

o [EIEHEIIN O SNANNATT A 7 TDREM, MREEK X2 T 1 2
75,

o Y AN—BX2 VT ¢iF, BEEE, ~NRTFT T ugx a—F HHNEK
OWEFstE R RE S 42 S0 2 TOREDLREETH D Z & 20T 5,

o ITNOHLDOEFBREICKH LT, AT A TV A 7 ILORIRITIEY , BEGEDOY AT %
B/MET B T2 DI A IS IR IE A 5,

o HEAZTEFRTD LT, EEEEBOYT A NRN—Xa2 )T 4 ZHEERT D0, Bl A
DRAKNT T 7T 4 A%LHKT 5,
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4}4/*‘—Jzﬁ€zu?4@/f’/‘/7‘°/l\ B K OWesatElZ >\ T, ZMEZ T RS
RIS Z ST D T2 DIIRINWMEIRIEA DR Y o —&fetET 5,

f;i’o IR OIS E OBIHNIS U T, BIMOBGFHEL/MLE L 20552 &
ICHHETHOMEND Do

3.0 %

ALETHWAHGELRONERIT., UL PR LESHE, WONZ IMDRF/GRRP WG/N47
FINAL: 2018 |24 %

3.1

3.2

33

3.4

3.5

3.6

3.7

3.8

B (Asset) : A M SUTBURIC &> CTMED & 5, WA LT ¥ 2 Vit
DT T 47 4 (ISO/EC JTC 1/SC 41 N0317, 2017-11-12)

W (Attack) : EREORIEE, B, I, B, WA, UIERTEIR TV
W7 7B 28 L IXEH 0 A ISO/MEC 27000:2018)

W EE (Authentication) : =2 T 4 T 4 OO E Y MHICEE T A R ZE 0 7 4t
(ISO/IEC 27000:2018)

EIFEME (Authenticity) : ©1F 1 7 4 OfE#EM: (ISO/EC 27000:2018)

HEFRAF 5. (Authorization) : FFHEDFT 5., T — X2 KL OMEREIZ T 7 B AT B 72D D
Mezfth3+ 562 & axaETe, (SO27789:2013)

TERD @ 1SO 74982 DEF (HEFIDOfH G, 77 B AMEICIESE T 7 & A DOKHER % {+F
HyprZtuzEws) ICHEKT 5,

AT (Availability) @ BER$T 5T 47 4 ~DT 7 & AR OMEH O W ENE
(ISO/IEC 27000:2018)

i) A7 a2y bu— LFE (FH5ErFB) (Compensating Risk Control
Measure (Compensating Control)) : f#saXalO—#& L THEMINDY A7 a2 |k
n—LFERORZLE LT, FZhRERSN2WEEICEA SN/ ED Y A
7 av bu—LFE (AAMITIR97:2019)

ARt Alier ) A7 ay hr— A FEL LT, "EERERREETLIT7 v 77— F
S KR TR 25 S N 8 0 15 D,

## M (Confidentiality) : @A S TWARVMEA, =27 ¢ 7 4 XZT & AIC
5L T, A RES, IR 0WEE (ISO/TEC 27000:2018)

2020/3/18 Page 7 of 51

953 R—o



3.9

IMDRF/CYBER WG/N60FINAL:2020

AR 72 e85 D BA R (Coordinated Vulnerability Disclosure : CVD)  : %2 & OY
ZOMOBEERRE D, MasstEOBRICEE S 5 U X 7 KT 5 72 O Ofifik R
wROT LT DICHIEER LB L TITH) et A (AAMI TIR97:2019)

B D 007 mE AN, WSt L 2 ORYSRICET S RORE, W, WRS
DI G EN S,

30 A NRN— X2 UT 4  FRE R AT ARRIEREE) (RERT 7 A, .

3.11

3.12

3.13

3.14

3.15

3.16

3.17

3.18

3.19

BN, HRIIT, o, fREELE) 2 OfREIN TR Y, BEM, eett. THMEICE
TDHOVRINTA TH A T IVERIZHE S TZREABER LU ST DR
A&,  (ISO 81001-1)

R FEmAE T (End of Life : EOL) : &l T A4 794 7 2B\ T, BEEED
ERCESET AN 2B 2 -8 DOGE 2K T 358, EOL &3 2 /-85 12
SOWTIE, FR2R EOL 72t A (a—H~Ola%E) NERMIND,

WA — LT (End of Support : EOS) : 85D T A4 7% A 7 BT, fHliEE
HNETOFH— MEBZTIET 208, ¥ — 29 R~ i, ZoRAe#x
720N,

FEARVERE « R 2T BEHE T D DA DO EE R RE D PERE IR W T, BUEEH OIRE
L7ZIBARZBZ TR T UIRMBAE IR TE WY 27 24 U 546
(TEC 60601-1:2005+AMD1:2012)

T (Exploit) : MagattEz @ U CHHI AT 20X 2 )T 4 2 RETHZHO
BAfE 72 F5 15 (ISO/IEC 27039:2015)

56t (Integrity) @ :7 — # DMERK, 85 IFMRGFEINT=%, RIEZR ALY
BRI TV 2WEePE (SO/IEC 29167-19:2016)

VT —EERR (L —H&%3)  (Legacy Medical Device (Legacy Device)) : Bi
TEDOY A N—tx 2 VT 1 ORI L CHBERIZIRGE T & oW [ERMERR

73 Bh 1 (Non-Repudiation) : J84E U724 UIATHE), WNICZENL &5 X Z
LicoT 47 4 a3 %17 (ISO/IEC 27000:2018)

BFEEE (Patient Harm) : BE O 2 H IRAYEHE T HERE H (ISO/IEC Guide
51:2014 % —HBZE )

7T A 32— (Privacy) : EANICEET 27 — & O UTEE RN L OE IS
K9 D RAAETE SO IE AN FRIC T 212 A 7202 & (ISO/TS 27799:2009)
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3.20

3.21

3.22

3.23

3.24

3.25

IMDRF/CYBER WG/N60FINAL:2020

i (Threat) : BX= V74 2REFL, AEFLESIZEZ LELREL, 6B/, 178
NIXEENGFETDEOEX 2 U T &R OA[EEM: (ISO/IEC Guide 120)

e 7 U 7 (Threat Modeling) : 7 — % O, JHK, S A XTI —ER4E
BDOETY AT MMSEEL RITTAREEO S AR ITEE L LT A0
DOFE 7 vt & (ISO/IEC/IEEE 24765-2017 7> 525 5)

7 v 75— bk (Update) : EREMSY 7 bv =T 2565 L LoEIE, T, JEiS
XIT5ERAICEET A& ®

JERD 1: ISO/IEC 14764:2006 ([ZHET D Y 7 U = TEARSHEENZ B KT 5,
HERR2: 7Ty 7T— M, Ny T RORELZENEEND,

FERD 30 )G K OSERAUIC BT 2 ZIITEGH AR o 12 Y 7 b 7 = T DR
THo.

N F—3 g v (Validation) : FEIHGHLZIE RTHZ LIk~ T. BT 56
AT EAICETAEREENH-SN TSI L 2R T H L (ISO
9000:2015)

FEe 1 "NUFT—RMEA"EIE, AN T =2 a3 UNET L TCWAIREZ T,
HFERL 2 NU T —T g 3, FERE IEERE TEm I NS,

fEEE (Verification) : Z@IAIGEMLA TR 25 2 & IC Ko T, BUEZ R FIH M 72
INTNDZ & &I 5 Z & (ISO/IEC Guide 63)

PR 1t RAED T I AEARBBIOAEIL E LTI, AR ROEs, BRI X 53
BMILED L E 2 —5DFRTHLZ LD D,

TERD 20 BREED72DIATON DIGENL, WRIET B X LIRS Z L 3H 5,
TERD 30 "RRREF A" & E, BGEEDN S T L TV D IRIB AR,

Wegg it (Vulnerability) : — 2Ll EOZFBIC L > THEH I D AIREMED & 2 & HE X
IEFR O A (ISO/IEC 27000:2018)

4.0 — R Al

ARIETI, RSB, RS A, B 2 BRICEEBRAE D RErd & ER
e DV A N—tF 2 VT (T DRGSR 27T, ATA F 202k zmL
TIERBEN TV D SEZFAN, ERESGOBERN R A NN~ X2V T zm LSt
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EHICEETHY ., SHICHED =& T, BEORLEIMMRET S L CHERDEL B LN
B LR END,

41 [EEELS

EIRBEZROY A N —t X2 U7 013, EERMICERSA TS, EX=2 T 4 DA
T v ME WA L <IZIRROMAZ S SR 2, B weeie 2 &0 T, BIRTE
I BEL G20, BEOKEKMOMA LT L Z LHEICL T, RPTO~LVRS
TYAT DDBERREGENPTIREEDN S D, T4 —tF2 VT 41T 2D A
DEFRFESIE, A/ X=Ta 2 EE L, KeETHRMRERES 2B < BED
BIRICHETTRE L 5 L, BB LR EROMR LR T ODICLETH L, B TOH
EBIRE L. BRSO RT A 7V A 7 IESTo A N —tF 2 U T 1 xhis & [EEREE
BSEDLZEMERHEND, TSI, REBGEH ERESRORT A T A 7 v EEL
TV AT =3P A 2 b EREEGDO T Y 7 B R~ O BG5S 5 SR ETH |
I, TIREIEENICET 2B Era £,

42 RIS A TV A 7 LDEEK

YA N—TX2 VT ¢ OB OWETEICBET DU 2713, YIS RERE2 S EOS IZ
5, EEESORLEMICHETLIETOERBEAZBL THRFTHZENEE LY, A
Nt X2l T ¢ OBMFHEEZZDVRIICERTH7OIIE, VAT 3T A M EHEG
DETATHA I MZES> THH L, s&et, ®{iE, BRE OIS ERE ORI
WTCHAN—X2 T 0 URT EFMEORET D2 ENREE LY,

B X2V T AL DONRT U RERALZ L LMNETH S, WEESEIT, A —F
X2 T4 0ay ha—)L g OERER 2L AT ES . BRI D 2 K O AMERE
MR T A2 ENEETH S,

43 HFREIFE

EFREGROY A N —tF 2 U T 13, WEEH, ~VRTT TS 20 Bl R RO
Magg k3 REOLFEELETH 5, ETOEMEERE L, ERESORT A 7V A 7 vz
WBLTC, WIERRTAN—tX 2T 1 VA7 ROERZ BRI B, PR, B2,
THHRIA, ST 5720, BoORLZ R L, MOBLERE L mEIHE T 50
AYOXAR

4.4 fEWMILH

P ANR—tF 2V T 4 ICHETHEROLF L, LTI a7 REREEGSE T 57
DO TPLC 7 7 u—FOHEMEFRAITH S, A NN—tXa2 T 4 DIEFRELETHD,
ETOFRMEEBE D, AT O HIRZ BRI ET 5 2 E N, Bl
SHERPIEAEINDZEIZE->T, 2 TCOEMLYEED, ZRERFEL., BHETLHU X
7 Rl L. FIUCE TS T DI ODRENNERIET D, TDO—EBRE LT, £TOH
fERAGRE 1L, R G R OBt T D~V AT T A 7 T 04, e, et kOt
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X2 UT B LAV AN—X2 VT DA T U b, B OMETSHEIT R
LWk ala=r—varemfbd oo, HREFOITH#E (Information
Sharing Analysis Organizations : ISAOs) |ZFEMAYIZSINT 2 Z &S b, 2D X
VIR IAEITH Z LT, BEEZR ELESELZENTED, RANT T T 4R E
LCEEpiasns b ) —o0FRIEE FIEE LT, Wil asstEo RNz 6 b,

T, WEEFOR TR AINVATT T af F R OEREGS L —FICH YR Y v —
M52 I, IZI“/Z?‘.ZA kof%ﬂﬁ%ﬁk 055, BEERICE, BELE
ZEBRIOICHREL, #HRFT 272012, BAOHEIY R EGRIEE T2 LRSS,

5.0 BFEHEEEY A N—EX 2V T ¢ OFIRATE EHEE

EEEG O A N—X =2 T 01X, WEOETA 7 A 7 NVCES THRETT S Z LR
PE U<, BEEE D ERELSR @m%m@uﬁ&W&U%%$;ﬁfﬁméiiﬁgi
NHbH, MRATOERITIE, 1) X =V 7 1 HEE WCHLAIATe Z &, 2) XA TE
HYARI=RXP A NREAZBEATLZ & 3?%1)?4ﬁ$\E%%%%?#1
TIEAT 57280 D=2 —PIZxi T 2 A 872 E IR O IRZ TG EY 0O 72 O il 2 7 32
THIENEGEND, BEEFT X, AR OTRKATER 2R 28, BRILZEBY O
FIABREICN A, AT RARERRBRERH O T U A2/t 5 2 &ﬂmitwou
TOEETIE, 2O EEZMRT 5 &3kic, BT A4 7% 4 7 LV OTHIHTBREIC
Hé%ﬁ%%m@%ﬁ%ﬁ%%%féotﬁ\Eﬁw /7%&:7@747#47»
TEENL. 1EC 62304:2006/AMD 1:2015 IZHIES N T\ 5

510 X2 )74 BRBEHEWNT —F7 7 F ¥ et

BT T ) T REEE T A N —k X 2 U T ITEMAICkS T A Z b ko T,
SR TIRERTEBI O A 21T 5 LV b EEEEO ML LV EMT 5 Z L HRETH
%60 ;@c]: 9 fcﬁmd‘% /7 V4 ]\ i g;kglﬁa)ﬁ*ﬁ ﬂu‘l’*ﬁnﬁ_ﬁ%ﬁﬂ j:FHEJiHU))—IZU\FEE&
BDY AT <X DA bR, B DT A T A 7B LTI EL BRI TEHE
it X5,

X2 VT A ERFEHE, T4 7V A 7 VORG T 1t XA OERFIRIG O B CTRE
THZENREELY, EX 2T 4 BREEL X2V T VR a2 br— LRk
DOIEHIR & LTik. AAMI TIR 57:2016, IEC TR 80001-2-2, IEC TR 80001-2-8, ISO
27000 >V —X, NIST Flf7# (%27 Y7 b = 7B 7 L —AL U —2 (Secure
Software Development Framework : SSDF) %) | OWASP P74 (BXEHRANZESL &
Fa VT 45F) | ENISA HIATH), KREASV R T T J OV R A 57 35 1 o8 0 ot =
(Healthcare and Public Health Sector Coordinating Council : HSCC) &[R4 /S—&F o
V7 4 U—F%> 27 27— (Joint Cyber Security Working Group : JCWG) OTIiT# (&
= U7 ¢ 5HE%E) E0RdH 5,

BUERE N ARG ORGFTCTERT 2 ZENEE LWVRGHRAIZ R 1R Lz, HL,
KT ERV A FZERT HHOTIERLS, HSETHHIRTH D,
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et Al At

MLEEFT, EREESEDNOFAER IRy MU — 7 LS
NDHRIZOWTHRFTT 5 Z ENZEE L, #H5 Ui,
B L OELRE NS D, B iXop & LT,
Wi-Fi, £ —% %> k. bluetooth. USB 12T H5,
OSSR, NS DATTOBR TR . & TDANTTORGE
BREZ AT D Z LI HOWTHET L, 2RV s Lst
PR — I TORDERERC, FENR Y FT—27 T
Lo —ERRE & e L ClRE T D%, ANEEREE LmiE T
LEGEEERTHIENEE LU,

RLEEFIL, EREROEZET —FBELRNET 78X,
RIEZR B I B EN DRGET D FIEZ OV TR 5
TENEFE LW, X, BLEEF IXERER AT A
WEOMBERGEAE, B boES, Bk Eshica~vyr
RXEZT — % ORIEREZE S HE, TOED TR ER
\BEZ UM AWMU SISO THREBTT A Z ENEE L
AN

X2 TR E

BT L, RS ORTE S N D T2 E S b et
BT — % W AL FIC L D IRFET 2 ERIZ OV THRETT 5
TENEE LW, FlziE. SR T — RIERFRARIC koo TR
SNy Va2 E LTIRFTDZENEE L,

BEREE Y BES T FasD A vE— VR, v— R
I 2 (RFE T 5 7o D IR S Bt O NE NIRRT 5 2 & %
B <=, MR D Y A7 a2 b — /L FEOER|C
OWTHRT D Z ENLEE LV,

7 — 2 it

ROEEEIL, T — % ORI 2R TE DRt ER
ZHWrT 572010, Bhv ZHiEOV R — NE, VAT AL
SNNDT =X T T F xRl T o Z EREFE LY,
BIEEFE T, B Y 7 My =TI T AR ERRESE, &
BRI OTEEMEICET 2 Y A7 IOV THRATT A Z L NEE
Luy,

REEFT, VANVA, AL T T, T AT KW
TOMDEZDH L a— RINEREESRTCEITIND Z L2
ST, AU TRKREOT L hr—/LZDOWTHRETT 5
ZEMEFE LV,

TSR Y, EREESR O HE OMGE. Hx e — ORE|
WIS T T 7 8 AMEAT BTG O T 7 2 AFF %, 2—
POT 72 AFIFNCOWTHRETT 52 ENEE LY, F70,
LD ERBEARRCR O CHR URRGE A A Lienz &
NYEFE LV, REAEXILT 7B RAZ R OF & LTiE, 7SR T —
R, ™= RU =7 F— ARFERHE X IO EFRER ClEAERK

2=V O
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7.0 &3 3CHR
7.1 IMDRF &

1. Software as a Medical Device: Possible Framework for Risk Categorization and
Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014)

2. Essential Principles of Safety and Performance of Medical Devices and IVD Medical
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)

7.2 B

3. AAMI TIR57:2016 Principles for medical device security—Risk management

4. AAMI TIR 97:2019, Principles for medical device security—Postmarket risk management
for device manufacturers

5. IEC 60601-1:2005+AMDI1:2012, Medical electrical equipment - Part 1: General
requirements for basic safety and essential performance

6. 1EC 62304:2006/AMD 1:2015, Medical device software — Software life cycle processes

7. TEC 62366-1:2015, Medical devices - Part 1: Application of usability engineering to medical
devices

8. IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

9. IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical
device security needs, risks and controls

10. IEC TR 80001-2-8:2016, Application of risk management for IT-networks incorporating
medical devices — Part 2-8: Application guidance — Guidance on standards for establishing
the security capabilities identified in IEC 80001-2-2

11. ISO 13485:2016, Medical devices — Quality management systems — Requirements for
regulatory purposes

12. ISO 14971:2019, Medical devices — Application of risk management to medical devices
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17.

18.

19.

20.

21.
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ISO/TR 80001-2-7:2015, Application of risk management for IT-networks incorporating
medical devices — Application guidance — Part 2-7: Guidance for Healthcare Delivery
Organizations (HDOs) on how to self-assess their conformance with IEC 80001-1

ISO/IEC 27000 family - Information security management systems

ISO/IEC 27035-1:2016, Information technology — Security techniques — Information security
incident management — Part 1: Principles of incident management

ISO/IEC 27035-2:2016, Information technology — Security techniques — Information security
incident management — Part 2: Guidelines to plan and prepare for incident response

ISO/IEC 29147:2018, Information Technology — Security Techniques — Vulnerability
Disclosure

ISO/IEC 30111:2013, Information Technology — Security Techniques — Vulnerability
Handling Processes

ISO/TR 24971:2020, Medical devices — Guidance on the application of ISO 14971

UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products,
Part 1: General Requirements

UL 2900-2-1:2017, Software Cybersecurity for Network-Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare and Wellness
Systems

73 HREIEBOTA XA

22.

23.

24.

25.

26.

ANSM (Draft): Cybersecurity of medical devices integrating software during their life cycle
(July 2019)

China: Medical Device Network Security Registration on Technical Review Guidance
Principle (January 2017)

European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repealing Council Directives 90/385/EEC and 93/42/EEC (May 2017)

European Commission: REGULATION (EU) 2017/746 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May
2017)

FDA (Draft): Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices (October 2018)
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27. FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS)
Software (January 2005)

28. FDA: Design Considerations for Devices Intended for Home Use (November 2014)
29. FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016)

30. Germany: Cyber Security Requirements for Network-Connected Medical Devices
(November 2018)

31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)

32. R 27 4F 4 28 AATHERRIESTE 0428 55 1 5 - HRRZCHE 0428 55 1 75« [RGB
KREBEREZHE « ERRENRZERIREEN [ERESRICBT 2 A A —tF =
U7 14 OERIZONTY

33. K 30 4F 7 A 24 BAPEAEREEESE 0724 55 1 5 - AL 0724 55 1 0 L BAET B
EIE - LA RERESFEAEHRE - EEZ SRR B [ERES O A
N—=TX =2 T 4 OFERIZBET 2 A 40 A2 T

34. Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)

35. TGA: Medical device cybersecurity - Consumer information (July 2019)

36. TGA: Medical device cybersecurity guidance for industry (July 2019)

37. TGA: Medical device cybersecurity information for users (July 2019)

74  FOMOEE KNS E SRR

38. CERT® Guide to Coordinated Vulnerability Disclosure
https://resources.sei.cmu.edu/asset_files/SpecialReport/2017 003 001 503340.pdf

39. The NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

40. NIST’s Secure Software Development Framework (SSDF)
https://csrc.nist.gov/CSR C/media/Publications/white-paper/2019/06/07/mitigating-risk-of-
software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-software-

vulns-draft.pdf

41. Medical Device and Health IT Joint Security Plan (January 2019)
https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf

42. MITRE medical device cybersecurity playbook (October 2018)
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https://csrc.nist.gov/CSRC/media/Publications/white-paper/2019/06/07/mitigating-risk-of-
https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf
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https://www.mitre.org/publications/technical-papers/medical-device-cybersecurity-regional-
incident-preparedness-and

MITRE CVSS Healthcare Rubric
https://www.mitre.org/publications/technical-papers/rubric-for-applying-cvss-to-medical-
devices

Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP)
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx

Open Web Application Security Project (OWASP)
https://www.owasp.org/index.php/Main Page

Manufacturer  Disclosure ~ Statement for Medical Device Security (MDS?)
https://www.nema.org/Standards/Pages/Manufacturer-Disclosure-Statement-for-Medical-
Device-Security.aspx

ECRI approach to applying the NIST framework to MD
https://www.ecri.org/components/HDJournal/Pages/Cybersecurity-Risk-Assessment-for-
Medical-Devices.aspx

National Telecommunications and Information Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes and Actions: A Research Report from the
NTIA Awareness and Adoption Group

https://www.ntia.doc.gov/files/ntia/publications/2016_ntia_a a vulnerability disclosure_insi

ghts_report.pdf

https://republicans-energycommerce.house.gov/wp-content/uploads/2018/10/10-23-18-
CoDis-White-Paper.pdf

https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 001 503340.pdf
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8.2 MBE B : BFANLMHEEORRICETAKH#MD Y V—2X

F—=A+Z VT
CERT Australiac (CERT A—A& ~Z U 7)
https://www.cert.gov.au/

AusCERT
https://www.auscert.org.au/

TN
All Certs in Brazil(77' 7 ¥ /VE N O CERT —)
https://www.cert.br/csirts/brazil/

AT
Canadian Centre for Cyber Security(% % %A N\—tFX 2T 1L ¥ —)
https://www.cyber.gc.ca/

R
CERT European Union(CERT Rk #45)
https://cert.europa.cu

77 A
ANSM
https://ansm.sante.fr/

https://www.ansm.sante.fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(” 7 > A JE/E4)
https://solidarites-sante.gouv.ft/soins-et-maladies/signalement-sante-gouv-fr/

Shared Health Information Systems Agency(I:4 [EHEIE H T A 7 LJT)
https://www.cyberveille-sante.gouv.ft/

ANSSI - National Agency for Information Systems Security([HFEH T AT LEFX =2 U T 4
IT)

https://www.ssi.gouv.fr/en/
FAY

CERT Germany(CERT R >/)
https://www.cert-bund.de/

AZ2V7T
https://www.csirt-ita.it/
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A
Japan Computer Emergency Response Team/Coordination Center(JPCERT 21—  R—1/ =

& % —:JPCERT/CC)
https://www.jpcert.or.jp/vh/top.html or https://www.jpcert.or.jp/english/

U R—Iv
SingCERT
https://www.csa.gov.sg/singcert/news/advisories-alerts

KE
Industrial Control Systems CERT(£3£Hi)4# 2 2 7 2 CERT:ICS-CERT)

https://www.us-cert.gov/ics

US CERT(CERT ¥[)
https://www.us-cert.gov/
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